Long-term digital information preservation
Introduction One of the main issues that Information and Communications Technology (ICT) introduced in our lives in the last decades is the vast amount of information that is produced and stored nowadays by organizations or persons. Due to the low-cost, minimum space and little effort, there has been a fundamental change in the way we perceive information storage. It is extremely difficult to attempt to determine the size of this information production and storage. Based on Varian (2000, 2003) studies, John Ganz [1] established that by the end of 2010, and solely for that year, the world would be producing almost a Zettabyte of information [2] . In another approach, a report of the University of California, San Diego affirms that the US average user consume around 34 Gigabytes per day; Bohn and Short (2009) . No figures could be found for Latin America; however, even with a conservative estimate of about 10 to 20 per cent from developed countries production and consume of the total amount, it is still several Gigabytes per day. Almost in the same proportion that production and variety of information has increased, so has storage. Storage devices have kept pace with increase in production: they are smaller in size, greater in capacity, more reliable in performance and cheaper in price. However, issues related to long-term preservation (selection, readability, trustworthiness, among others) present a formidable challenge. Digital preservation is still a partially solved problem3,4. In the words of Kathleen Shearer: "Will the digital assets being created in Canada today be accessible in five, ten and 15 years? This is a question that no one can answer right now. The life span of a digital object is very short if it is not actively managed and preserved. There is a risk that much of today's data, pictures, books, websites, software -indeed anything digital -may be lost through hardware degradation, software obsolescence, or simply a lack of capacity and resources to capture the growing volume of digital information" [5] .
Initially, digital preservation was generally treated as a technology problem. Previous research tended to focus on the endurance of CD's, DVD's, tapes and other storage devices, and its artificial aging and how to keep them safely [6] . There is a large amount of literature on emulation, migration, refreshing, computer transforming and other technological aspects of digital preservation7,8. The overall focus was on preservation as an ICT issue and thus its solution fell on ICT staff. However over the past few years, there is a growing awareness that this is a much more complex problem, technology is only one of its constituents and that the problem is far from being solved. Thus, it involves librarians, archivists, museologists, sociologists, economists, planners, jurists, and other kinds of information preservers beside ICT staff. Accordingly, in the last years countries have begun to design digital preservation initiatives with this holistic vision (Beagrie This modern holistic multifactor approach has been already applied in developed countries. The main initiatives and production of knowledge are mostly from North America, Europe, and Australia. In the last 15 years several approaches have been developed, known as "models" or "reference frameworks" for this subject that try to define and to establish the attributes of documents, procedures, systems, organizations, etc., involved in the management and preservation of digital materials. Each one of them emphasizes the types of materials, elements, or attributes that are considered important for the establishment of the specific approach. AP 64,1
For instance, in archive science, the ISO 15489:2001 standard: "Information and Documentation: Records Management: Part 1. General" consists of a guide for the file documents management of an organization, regardless of their media. This standard establishes that "[. . .] the documents within an archive should be authentic, reliable, complete, without alteration, and they should permit their use and access. Likewise, they should have enough metadata to define the context, content and structure and they should reflect with precision the communication, action or decision" [9] .
The Open Archival Information System, usually referred to as the OAIS model, is a reference model that has been widely accepted by the digital preservation community as a key standard for digital repositories. This model establishes the way digital collections should be preserved for a community of users from the moment digital material to the creation of a retrieval package for the end user. The OAIS reference model is a high-level reference model, i.e. it is flexible enough to use in a wide variety of organizations. The OAIS model was adopted as an ISO standard in 2003 (ISO 14721:2003 OAIS) [10] .
Developed jointly by the DCC -Digital Curation Centre -and DPE -Digital Preservation Europe, the Digital Repository Audit Method Based on Risk Assessment (DRAMBORA) represents the main intellectual outcome of a period of pilot repository audits undertaken by the DCC throughout 2006 and 2007. It establishes a methodology for self-assessment, encouraging organizations to set a comprehensive self-awareness of their objectives, activities, and assets before identifying, assessing and managing the risks implicit within their organizations [11] .
The International Research on Permanent Authentic Records in Electronic Systems (InterPARES) led by the University of British Columbia aims at developing the knowledge essential to the long-term preservation of authentic records created and/or maintained in digital form and providing the basis for standards, policies, strategies and plans of action capable of ensuring the longevity of such material, and the ability of its users to trust its authenticity [12] . There are many other initiatives for digital preservation in several countries, such as the NDIIPP, The National Digital Information Infrastructure and Preservation Program, run by the Library of Congress in the USA; The Digital Preservation & Records Management Programme in the UK, run by the British Library, and the National Archives; The National Preservation Initiative in Holland, to name a few. For a wider view of these initiatives, see Beagrie (2003) .
Digital preservation in Latin America
We found no significant research literature or preservation initiatives in Latin American countries, only a few isolated attempts in some countries of the region: Brazil, Chile, Argentina, Mexico, but none of the size and significance from those in other more developed countries and regions. There are in the region projects and initiatives regarding digital libraries, digital archives, digital publishing, information society, and so forth, such as Scielo (Scientific Electronic Library On-Line) in Brazil[13], e-lac (e-society in Latin America and the Caribbean) [14] , but these are digitization and publishing projects, not digital preservation. The closest approaches to the problem, and only regarding digital archives, are Brazil, Mexico and the brand new Colombia "TEAMS", which are sections of the International Research on Permanent Authentic Records in Electronic Systems, InterPARES), a world preservation research endeavor led by the University of British Columbia [15] . As an example of the lack of significant Long-term digital information preservation projects, a search on the UNESCO Archives Portal using the query: "digital preservation Latin America" only retrieves a few small collections in the "Memory of the World" project but no further initiatives or relevant research were found [16] . The problem is becoming particularly acute, mostly unnoticed and thus overlooked -in all countries of this region. Most countries are actively working on digital libraries and archives but with little or no regard for the long-term digital future. A lot of the work within the region is usually done with collections in libraries and archives that are usually neglected and have minimum budgets, lack of trained professional personnel, and practically no strategic plans for constructing and preserving long-term digital document collections.
With the current ease, low-cost and availability of massive storing devices the region is already creating huge amounts of document collections with little or no awareness of how to deal with their future preservation in a proper way. This is undoubtedly endangering the greatest part of those collections in the future.
As noted previously we can distinguish in the literature the already mentioned "technology approach", typical from the 1980s and the 1990s; a "late twentieth century approach" which established that technology was solely responsible for digital materials preservation problems and therefore the answers to this predicament would be exclusively through technology. Now we have developed the current integrative multifactor vision or "twenty-first century approach": complex components of the problem -complex components for the solution. The aim of this article is to propose a framework in which to analyze the situation in developing countries, particularly in Latin America. As preservation is no longer considered solely a technological issue, then preservation must be addressed from a holistic, multifactor approach. We summarize all those issues in six preservation factors and seven principles of preservation as a framework to analyze the current situation in Latin America in order to issue general recommendations for digital preservation projects in this region.
Defining the issues
In order to address the issues surrounding long-term digital preservation of digital information it is important that we briefly define certain terms. In this article we shall refer to digital preservation as "the specific process of maintaining digital materials during and across different generations of technology over time, irrespective where they reside; this regards the whole of the principles, strategies, policies, rules and proceedings that controls the physical and technological stabilization and protection of the intellectual form of acquired records intended for their continuing, enduring, stable, lasting, uninterrupted and unbroken chain of preservation, without a foreseeable end". Long-term is defined as "a portion of time, a chronological division long enough to be concerned with the impacts of changing technologies, including new operating systems, data and device formats and standards, support for old and new media, or even with the impacts of a changing user community" (InterPARES, 2006).
The factors of preservation
There are many and complex issues involved in long term digital preservation. In order to understand them better, I have gathered these issues into six groups or "factors": cultural, technological, legal, methodological, economic and social factors. Each one of these groups represents a particular aspect. In general terms, these factors are rarely isolated and each one of them tends to affect one another.
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Cultural factors have to do with the lack of awareness of large groups of persons within current societies -including planners and decision makers -about the historical value and significance of their digital documentary heritage. This in turn leads to obliviousness to perform adequate and proper keeping of those documents with a consequent loss of heritage. Although we currently consider that we live in the information age, there exists a deep cultural problem regarding preservation of digital information; a kind of current "cultural oxymoron". Although we value digital information production, there is not enough awareness of preserving it. In 2003, a US survey carried out by the Cornell University Library found that the main menace to digital materials was the lack of policies and plans inside their institutions to carry out this task. This problem was pointed as number one, even above the technological or economical issues [17] . In developing countries, there is an increasing awareness of this issue.
This cultural factor is particularly acute within developing countries, for example in the Latin American region, where the number or organizations that do not preserve digital materials properly -or do not preserve them at all -is very high. In this context, Petrarch's opening quote of this paper where he condemns previous generations for neglecting to value and preserve the production of others, is particularly meaningful. A crucial issue for this region is increasing awareness of the problem.
Technological factors have to do with the rapid and unstoppable shift of devices, practices, and aspects related to ICT. The challenge is not only to maintain the information bit chains, but to do so in such a way that they are readable, meaningful and therefore, useful in the future. Technological factors are mainly related to obsolescence of computers, storage devices and media; changes in operating systems, formats, programs, interfaces, reading and reproducing devices; emerging new standards and methodologies to carry out the task; lack of interoperability among elements. All of these affect in time the permanence -the quality or state of media to endure; the accessibility -the capability of digital materials to be read and reused; the trustworthiness -the compounded reliability, authenticity, and accuracy of a document, etc. Moreover, information security must also be addressed. This has to do with the relationship among threats, risks, vulnerabilities, impacts, and control measures of digital objects assets [18] . The challenge is how to keep those innumerable records from destruction or tampering due to accidents, negligence or hacking? How to assure their integrity over long periods? One of the main problems in developing countries, such as Latin American ones, is that there is a limited capacity to produce the technology and the know-how to cope with these obsolescence and security problems. In this sense, there is a technological dependence on developing countries to solve these factors and leads to a more passive role in this subject.
Legal factors around information preservation have to do with achieving the appropriate and delicate balance between protecting copyrights and confidentiality while defending rights to information access. Who is legally responsible for keeping every document collection or archive for the future? Who has the legal eligibility or competence to perform that task? Will they be able to distribute it in the future? National libraries and archives are currently overwhelmed trying to balance their responsibilities of receiving, keeping and providing access to documents and the growing restrictions to distribute them, mostly now with the electronic formats. Lawrence Lessig (2001 Lessig ( , 2004a , Jonathan Zittrain (2008) , and WIPO have exhaustive works about this matter.
Long-term digital information preservation
Another important legal issue is the right to privacy. This right in this legal context is concerned with identifiable data relating to a person that is collected and stored in digital forms. The concept of privacy may differ quite a lot from country to country and therefore, laws are unequal in-regard to this issue. What is legally public in one country may not be in another; what is private or confidential at a particular moment may change over time and space (Schneier, 2008; Solove, 2007) . Although developing countries are leading the way in addressing these issues, it is important that this be addressed on a global level, drawing from the participation of countries from around the world, including the Latin American region.
Methodological factors, also known as "documentary" factors are among the most often neglected factors, particularly in archives. These factors are associated with the tools and standards used for appraisal among the different materials, proper selection and disposal, logical storing and future retrieval of documents. It is already known that just descriptive metadata -author, title, keywords -is currently not enough for proper future retrieval.
According to Tim Berners-Lee -who coined the term and the proposal, we are moving towards the "Semantic Web" [19] and from there to semantic libraries and archives. Derived from the semantic Web original concept[20], a "Semantic Library/Archive" it's "a digital library/archive whose collections are integrated by 'functional documents'. Such a document starts with a digital object -like those in the current digital libraries/archives, which is a 'faithful digital reproduction' [21] i.e. a digital object that is optimally formatted and described with a view to its quality (functionality and use value), persistence (long-term access), trustworthiness, and interoperability (e.g. across platforms and software environments). Moreover, this digital document has not just a simple set of metadata attached. It has too a semantically rich set of metadata; i.e. the usual set of metadata added with hyperlinks and context metadata. These new metadata allow to link and contextualize the document in relation with other documents enhancing its reuse, search, linking, weighting, integration, data mining and interoperability with other programs who could use them. In brief, they add 'meaning', 'context' to the document in its relation to other digital documents and the user needs".
The usual set of metadata will still be necessary, as well as structural metadatahow objects are put together; rights metadata -the conditions to use or reproduce the document and who can access it; administrative metadata -when and how it was created, acquisition information, location information, version control and differentiation between similar information objects; technical metadata -file type, format, digitization information, like compression and scaling ratios; authentication and security data, like encryption keys or digital signature procedures; juridical metadata -laws and regulations which rule the record creation; procedural metadata -the creation procedure of a record; functional metadata -interoperability, interfaces, hyperlinks and semantic relationships among documents; preservation metadatahow document must be kept to assure proper trustworthiness, permanence, and so forth, as well as migration and refreshing already performed on records. This complex array of tools and standards are complicated but indispensable factors for proper preservation and retrieval. If these factors are not taken into consideration then the technological preservation effort will be useless, regardless of complexity and cost. AP 
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Economic factors are of course particularly important. What are the costs of digitizing and preserving a document collection and how should these be calculated? The costs of preserving can be summed up as: cost of digitizing (cost of scanning and/or producing a digital original); cost of editing (to prepare, assemble, alter, adapt, refine or bring about conformity to a standard certain digital document); cost of register (to add the set of metadata pertinent to the digital object); cost of storing (cost to maintain in storage devices in or off-line a digital object for a given time) and cost of updating (cost to copy, update, refresh, convert, and reshape digital documents to fulfill new requirements). A non-direct cost is training cost. This is particularly relevant in developing countries as there are few library professionals with the necessary skills. Additionally, preservation is an on-going process. Therefore, the current, short, and long term costs and funding are important issues to deal with before and during a preservation project, in order to maintain their feasibility in the long term. It is also important to note that, however expensive a preservation project may seem, not preserving certain information may ultimately be much more costly.
Last but not least, there are social factors. The following step after securing the preservation of document collections is to think about how to assure enduring access and usability. It is important that future generations have effective and granted access to the information that we are preserving. There is no use in preserving if no one or just a few will have access to those documents. Assuming copyrights, privacy rights, and other legal issues are observed, the future challenge will be how to make this information available to many people throughout many generations. Worldwide we are already currently dealing with what is known as the "digital gap" or "digital divide". It is important that issues related to preservation and long term access do not increase this divide, but rather contributes towards closing it. These factors are particularly relevant in Latin American countries, where social inequality has been and still is a deeply entrenched problem. It is important that we address and take into consideration our particular social issues when working towards an "information society", in order to promote social equality of opportunities now and in the future.
We can consider these six factors as useful aids to enable the design and execution of a strategic plan for a single or several digital collections within an institution or in various organizations. The factors represent the "big picture" around the preservation problem and constitute the framework to cope with these issues on a strategic level. On a more tactical and daily level, librarians, archivists and other information professionals have developed through long time suitable issues that can be grouped in several goals or "principles" that are very useful when dealing with digital preservation.
The principles of documents in preservation planning
To summarize numerous authors throughout different information disciplines we can group the issues in seven principles to be considered as "targets" in documents within a preservation project. These seven principles are particularly functional tools in the design and practical implementation of digital preservation efforts. Briefly, the seven principles are: selection of documents due to its documentary, academic, historical value and other issues such as use, condition, property, convenience, non duplication, among others. In archival science this is called "appraisal". Quality -which is in direct proportion with the degree that the digital document emulates an "original" and endows it with "usability". Permanence -has to do with the concept of the future existence of the Long-term digital information preservation bit stream representing a certain digital document; making it available for the "long-term". Accessibility -has to do with the possibility that the digital document, while existing in the future, will still be accessible, i.e. it can be interpreted, read, executed and/or displayed again. As put by ) "we cannot preserve digital material as is; we only can maintain our possibility of recreate it again and again in such a way that we can prove they are authentic copies". Availability -has to do with the possibility, that a document can be accessed by a particular user, in a timely and suitable way and form. Availability determines who, how, where and when will be able to access the document; because of this, availability is also related with confidentiality and privacy. Functionality -this has to do with the intrinsic characteristics of a document, which will help the ICT interfaces to search, find, and link a document. It is related to the amount, variety, and quality of the intrinsic metadata of the document, but also with its semantic issues, interoperability factors, construction standards, context completeness, metadata relationships, and other factors. This principle is the basis of current theories about future "semantic libraries" and "semantic archives". Trustworthiness -a fundamental principle in archival science. It is given when a digital record meets previously established requirements of a certain organization, which are the specifications of the elements of form and context that need to be preserved. It can be defined as "the degree of accuracy, reliability and authenticity of a record". When a document has trustworthiness, it will have acceptability; i.e. it will be accepted for those who examine the record assuming it is trustworthy and thus it will be useful for the purposes that the record was created and also as a source of reliable information.
As it has been shown, the previously described six factors and seven principles give us the strategic and the tactical panorama about most of the issues that we must have in mind to effectively cope with preservation of digital collections, in a wide variety of contexts and environments. They must be studied and weighed carefully in detail in order to fully understand, combine and master them and thereafter become able and skilled enough to deal with projects of document preservation, despite their size and complexity. These are the set of aids that can be useful towards developing good strategies, plans, and projects and the best way to achieve an integral solution plan.
Analysis for digital preservation in Latin America
The overgrowing production, and storage of digital materials, and the everyday obsolescence of digital equipment, applications, formats, and standards, along with the lack of awareness of large groups of persons within current societies -including planners and decision makers -about the historical value, and significance of their digital documentary heritage is endangering the future existence of vast amounts of data and information. The lack of significant preservation projects in the Latin American region reflects clearly how acute this situation is there. In many cases, preservation is undertaken by individuals or organizations without knowledge, method and standards maintaining instead of preserving the digital materials with little to none degree of authenticity and reliability. Those materials, -should they exist in the future, will probably be useless because of this. The problem will be acute in the short term -ten or 20 years -but it can be catastrophic in the long term -50 to several hundred years -if proper measures are not taken now to thwart the possible effects of poor preservation of those digital documents. AP 64,1 Therefore, it is important to emphasize that special efforts should be made by Latin American planners, government officers, library and archive directors, universities, research and other academic institutions in order to revert this trend developing suitable strategies and plans within the countries of the region, or even better, developing regional projects and/or agreements about how to start local research on this subject, how to build and propose significant preservation initiatives, how to prepare professional and skilled staff, how to develop and publish regional knowledge about this matter finding and exchanging local solutions and how to teach government, private organizations and even persons the way to preserve properly in order to revert these harmful effects to their collections and their documentary heritage. The projects and solutions developed in other regions and countries of the world are useful guidelines, but they cannot just be taken as an "out of the box" solution and implemented "as is" in the countries of this region. There are significant cultural, legal, and economic differences that must be adjusted or modified before their construction.
There are many ways to carry out such an endeavor. Using the six factors as a reference framework we can write a brief outline of the steps that could be carried out in the region and its countries as a general strategy to cope with this problem:
(1) In first place, special attention must be paid to the "cultural factor": the lack of awareness and concern of large groups of persons within current societiesincluding planners and decision makers -about the historical significance of their digital documentary heritage and the risk they face. A sine qua non condition is to develop a strategy to start destroying obliviousness in the region and in each country to prevent a consequent loss of heritage. A basic strategy has to be designed to cope with the digital information preservation as an integral problem and solution. It is fundamental that we design and develop specific suitable policies and plans within the countries of the region, or design and develop regional and national projects and/or agreements to perform adequate and proper keeping of those documents. (2) Certainly, the technological issues: obsolescence of computers, storage devices and media; changes in operating systems, formats, programs, interfaces, reading and reproducing devices; emerging of new standards and methodologies; lack of interoperability among elements, etc. should be taken into consideration. But, additionally social issues must be included to assure future accessibility from large amounts of people. Accordingly, a careful and adequate balance of this item must be done with the legal issues, the restrictions due to copyrights, confidentiality, and privacy of information. (3) The current, short and long term costs and funding are important issues to deal with before any preservation project, in order to maintain their feasibility in the long term. It is also important to remember that, despite how expensive a preservation project may seem -not preserving certain information may ultimately be much more costly. (4 . Use the standards, models, projects, methodologies and solutions developed in other regions and countries of the world as useful guidelines, but adjust them to our own cultural, legal and economic differences before their implementation.
Conclusions
Now that ICT, Internet, document digitizing, massive document storage and other technological factors are firmly established in all kind of environments in most countries, it is important that government officers, planners, decision makers; libraries, archives and museums directors; sociologists, economists, jurists, universities academic researchers and others participate in ambitious preservation projects within the Latin American region. On a strategic level, the big framework is given by the "factors" involved in long term digital preservation. They are several and they are complex: cultural, technological, legal, methodological, economic, and social factors. Each one of these groups represents a particular aspect rarely isolated, each one of them tending to affect one another. Understanding the whole of those factors and not only the technological one enables to deal with a "twenty-first century approach": complex components of the problem -complex components for the solution.
On a tactical level, librarians, archivists, ICT and other information professionals and the research community in other regions of the world have developed handy techniques that can be summed up into several principles that are very helpful while dealing with document preservation projects: selection, quality, permanence, accessibility, availability, functionality and trustworthiness. They give us a wide panorama of mostly all the elements that we must have in mind as "targets" on a daily basis to cope with preservation of digital collections, in a proper and professional way and in a wide variety of contexts and environments.
There are many approaches and standards to use as a basis to depart from; many ways to carry out such an endeavor. But the projects and solutions developed in other regions and countries of the world cannot just be taken as "silver bullets" solutions and implemented as they are in the countries of this region. There are significant cultural, legal, and economic differences that must be adjusted or modified before their construction. Using the six factors as a reference framework, we outlined a brief list of AP 64,1 the steps that could be carried out in the region and its countries as a general strategy to thwart this problem.
Special efforts should be made by the Latin American region in order to revert the negative trend by developing suitable strategies and plans within the countries of the region -or even better -developing regional projects and agreements fostering local research on this subject, building significant preservation initiatives, preparing professional, and skilled staff and sharing detailed description of results from these experiences. This will enable the region and its countries to establish the impact that ICT has had on organizations related with digital materials and how particular solutions have been designed and implemented in different environments, in order to create a "regional know-how" about digital preservation. It is very important that countries, organizations, and persons, through government, private and academic institutions, endeavor in these kind of projects, focus on and describe experiences, research, build and share practical implementations of real life situations in all kind of governmental and private environments in developing countries, so we can exchange this knowledge and know-how and learn from each other in a closer context and thus, adapt, recreate and implement better local solutions in different environments within the region.
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